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A Foreword

The 1991 Constitution of the Lao People’s Democratic Republic (Revised 2003), in Article 22 of the Lao PDR Constitution states: “The State attends to developing education and implements compulsory primary education in order to build good citizens with revolutionary competence, knowledge and abilities.” In addition, “The State and society attend to developing high quality national education, to create opportunities and [favorable] conditions in education for all people throughout the country, especially people in remote areas, ethnic groups, women and disadvantaged children.”  

In Article 27 of the Lao PDR Constitution state: “The State and society attend to developing skilled labor, upgrading labor discipline, promoting vocational skills and occupations and protecting the legitimate rights and benefits of workers.”

Education for All 2015 National Review, The Technical and Vocational Education and Training (TVET) is clearly specified as one of the four sub‐sectors of the education system in the revised version of the Education Law of Lao PDR promulgated in July 2007. The TVET is divided into three levels: primary or first level (at upper secondary level), middle level and high level (at post‐secondary level. Thus TVET belongs partly to upper secondary education and partly to post‐secondary education, which is formally part of higher education according to the definitions.

The government of Lao PDR recognizes education’s importance in achieving national development goals. The country relies heavily on external funding, however, it has shown improvements in recent years. According to government figures, in 2013/14, the education share of the government budget was 15.5%, up from 13.4% in 2009/10.

The country has made significant progress, achieving 98.6% primary net enrollment and a gender parity rate of .99 for primary education. The major challenges that the education system faces are: reducing the high grade 1 dropout rate, enhancing equity, and improving learning outcomes. https://www.globalpartnership.org... Less than 10 percent of schools are connected to the Internet across many developing countries. 

Tracer study on 3,000 TVET graduates from 2007-2012 carried out by the World Bank in 2013 reported that most of the graduates work in the public sector. 30% of graduates, who were working secured a job before graduation. 45% of those who were working studied Business Administration. It shows that the profile of graduates from TVET does not correspond with the needs of the economy (VERLA, EMCS).  

In Laos, 22% of the labor force (15-64 years old) has upper secondary and tertiary level of education, the education level of the remaining part is below secondary.  According to data from 2011, in comparison to other ASEAN (+6) countries, Laos had the lowest enrolment rate in upper secondary TVET with 1, 1% (China with 42, 6% had the highest rate, followed by Thailand at 39, 9%). On the other hand, Laos contributed the highest share of tertiary enrolment with 61 % followed by China (45%) and Malaysia (43%).

With reference to the Technical and Vocational Education and Training Development Plan 2016-2020 on “Education Law of the Lao PDR ref No. 04/NA dated July 3rd 2007 and the “Technical and Vocational Education and Training (TVET) Law, ref No. 42/NA dated December 23rd 2013.”   The TVET sector plays an important part in the training of skilled workers for the industry and in meeting labor market needs. There have been no recent nationwide study on labor needs.  In the most recent was made by ADB in 2009-2010, among 819 companies in 8 provinces in the study, the plan indicates a need on the need to improve the skills in the areas of” Agriculture, Tourism and hospitality, Construction and infrastructure and Information Technology.
	NVQF
	Qualification
	Entry requirements 
	Duration of training

	Level 1
	Certificate I
	  Primary education or equivalent and higher  
	3-6 months

	Level 2
	Certificate II
	Primary education or equivalent and higher  
	After Certificate I:  6 months

	  
	   
	  
	1 year

	Level 3
	Certificate III
	
	After Certificate II: 1 year  


 Project Title

Second Strengthening Technical Vocational Education & Training (SSTVET) in LAO PDR

 Project Donor & Number

ADB Grant No. 0503-LAO (SF)

B  Purpose of this competency standard

The Purpose of the Competency Standard for the ICT SUPPORT TECHNICIANS Level II is to provide a framework for Competency Based Training (CBT) Program resulting in Competent ICT SUPPORT TECHNICIANS under the INFORMATION COMMUNICATIONS TECHNOLOGY Sector of PDR Lao.
C  Competency Standard/ Qualification/ Job Description 

This Competency, Standards/ Qualification of ICT SUPPORT TECHNICIANS for Certificate Level II, defined in the Manual for Developing Competency Based Standards Version March 2013.
This Qualification is packaged from the competency map of ICT SUPPORT TECHNICIANS as shown in section F of this document. This is designed to reflect the job roles of ICT SUPPORT TECHNICIANS and employees performing data entry tasks for professionals and organizations in a range of workplace settings specifically applicable to Lao PDR.
This Competency Standard sits at NVQF Level 1 in Lao PDR, and is developed in line with CBT approach.

Job description

This qualification covers the skills and knowledge in Basic, Common & Core Competencies required by the Certificate Level II Qualification consists of competencies that an individual must achieve to enable her/him to ICT SUPPORT TECHNICIANS (Code: 351X.XX)  “Answer the software or hardware troubleshooting to solve the problem - Enter command and system monitoring to check for accuracy and error - Follow up and repackage on hardware, software or hardware according to system design or installation details; control the daily operation of communication systems and computer systems; Provide equipment for the operator to ensure that the installation of the cable, operating system or software is correct; Take care of the daily record against the system, contact information, and problem solving; Demonstrate technical issues that arise with the user Advice to users, technical manuals and other materials for use in research and resolution; support for direct and telephone users, email or other electronic tools, including analysis and resolution of software, hardware, software, networking, database systems, and the Internet, as well as providing guidance and assistance in systematic installation and maintenance of the system.”
“Information and Communications technology user support technicians provide technical assistance to users, either directly or by telephone, email or other electronic means, including diagnosing and resolving issues and problems in software, hardware, computer peripheral equipment, networks, databases and the Internet, and providing guidance and support in the deployment, installation and maintenance of systems. Tasks include:  (a) answering user inquiries regarding software and hardware operation to resolve problems; (b) entering commands and observing system functioning to verify correct operations and detect errors; (c) installing and performing minor repairs to hardware, software or peripheral equipment, following design and installation specifications; (d) overseeing the daily performance of communications and computer systems;  (e)setting up equipment for employee use and performing or ensuring proper installation of cables, operating systems or appropriate software; (f) maintaining records of daily data communication transactions, problems and remedial actions taken, or installation activities;  (g) emulating or reproducing technical problems encountered by users; (h) consulting user guides, technical manuals and other documents to research and implement solutions; (i)  assisting applications programmers, systems developers and other ICT professionals to develop and test ICT products and services.”
Person deemed competent in this qualification:

· has theoretical knowledge in computer systems and basic networking 
· Has a range of well-developed skills on software, programming and online applications and services. 
· Has the ability to provide technical assistance to users, either directly or by telephone, email or other electronic means, including diagnosing and resolving issues and problems in software, hardware, computer peripheral equipment, networks, databases and the Internet

· Can provide assistance in applications programmers, systems developers and other ICT professionals to develop and test ICT products and services.

· Has the ability to provide guidance and support in the deployment, installation and maintenance, assist in solving minor technical problems encountered by users and monitoring of systems (software, applications and hardware).
· Has a systematic process of maintaining records of daily data communication transactions, problems and remedial actions taken, or installation activities, by with diligence in following consulting user guides, technical manuals and other documents to research and implement solutions; 
· Working on jobs requiring minimal supervision and good communication skills.
Job roles/employment outcomes
The Certificate Level 2 in ICT SUPPORT TECHNICIANS is intended to prepare new employees or recognize and develop existing workers who are performing ICT-related support to users and organization or office works and IT/ICT industry/sector.

Employment outcomes targeted by this qualification is ICT SUPPORT TECHNICIANS.  
Application

The qualification is in line with CBT principles and is suitable for a Lao PDR Apprenticeship pathway.
Where common/core units of competency are packaged to suit a particular industry sector or occupational outcome, Recorded Training Organizations (RTOs) might issue, for example, a:

Certificate me in INFORMATION COMMUNICATIONS TECHNOLOGY - ICT SUPPORT TECHNICIANS.  It should be noted that a qualification with a specialization does not change the title of the qualification.
CAREER PATH INFORMATION

Career path into the qualification

This qualification may be accessed by direct entry. From Secondary Schools (level 9 or 12) or anybody with partial Secondary Education that meets the entry requirements.
Career path from the qualification

Further training pathways from this qualification include Certificate II within the IT/ICT TRADE training package qualifications.

D  Outline of this Competency Standard

This Competency Standard contains Units of Competency as detailed within. These Units form the basis for CBT Learning Programmes for IT/ICT Trade. Each Unit contains the required Elements of Competency. Each Unit being able to stand alone when applied in a work situation. 

Each Unit can be amended in content or structure to meet the evolving needs of the ICT SUPPORT TECHNICIANS. Changes and amendments to this Competency Standard will be made in line with the existing Quality Assurance Procedures as approved by the appropriate authority.

This Competency Standard is structured in line with the approved Manual for Developing Competency Standards, developed as a part of the SSTVET programme. For Quality Assurance purposes, each Unit is coded in line in the next section.
Code Example
With reference to the International Labor Organization website (http://www.ilo.org/public/english/bureau/stat/isco/), the International Standard Classification of Occupations (ISCO) is one of the main international classifications for which ILO is responsible. It belongs to the international family of economic and social classifications. In addition, ISCO is a tool for organizing jobs into a clearly defined set of groups according to the tasks and duties undertaken in the job. It main aims are to provide: “a basis for the international reporting, comparison and exchange of statistical and administrative data about occupations; a model for the development of national and regional classifications of occupations; and a system that can be used directly in countries that have not developed their own national classifications.” PDR Lao together with many countries, have used one or more versions of ISCO as the model for their own national classifications.
ISO defines the technicians and associate professionals perform technical and related tasks connected with research and application of scientific or artistic concepts and operational methods, and government or business regulations.  Competent performance in most occupations requires a skills at the third ISCO Skill level, as with the information communications technology jobs. 

	Occupation
	Job
	Major
	Sub-major groups
	Minor
	Unit Type
	Unit No.
	Version No

	ICT
	ICT SUPPORT  TECHNICIANS
	
	 
	
	
	
	

	
	
	3
	35
	1
	1
	2
	01


Selected Lao Standard Code Occupation (Ministry of Labor and Social Welfare) 2016 inclusion under the IT/ICT Trade Sector and the ISCO
	Major Group
	
	

	3
	Technicians And Associate Professionals
	
	

	
	
	
	

	
	
	Sub-major
	

	
	
	35xx.xx
	Information and Communications Technicians

	
	
	
	
	3512.xx
	Information and Communications User Support Technicians


A person who has achieved this Qualification is competent to be:

· Information and Communications Technology User Support Technician

· ICT User Support Technician

· Computer Assistant 
· Computer Laboratory Assistant
· Computer Support Technician

· Computer Database Assistant
· IT Help Desk 
· Computer Help Desk Operator
· Communications Assistant

· Computer Programming Assistant
· Computer System Analysis Assistant
· Technical Support  Assistant
· Technical User Support

	Unit No.
	CODE NO.
	BASIC COMPETENCIES

	1
	SSTVET-ICT201
	Solve routing and problems through calculations

	2
	SSTVET-ICT202
	Participate in workplace communication

	3
	SSTVET-ICT203
	Work in a team environment

	
	CODE NO.
	COMMON COMPETENCIES

	4
	SSTVET-ICT204
	Perform office-based file management systems

	5
	SSTVET-ICT205
	Use ICT hand tools for computer repair and LAN

	6
	SSTVET-ICT206
	Apply inventory management procedures

	7
	SSTVET-ICT207
	Use problem solving approaches for user support and assistance

	
	CODE NO.
	CORE COMPETENCIES

	8
	SSTVET-ICT208
	Configure and maintain computer systems 

	9
	SSTVET-ICT209
	Perform basic networking and LAN cable termination 

	10
	SSTVET-ICT210
	Apply basic programming and development

	11
	SSTVET-ICT211
	Manage data and databases

	12
	SSTVET-ICT212
	Use advanced online applications


E BASIC UNITS OF COMPETENCY

  UNIT 1           Solve routing and general problems through calculations
	UNIT CODE:
	SSTVET-ICT201

	UNIT DESCRIPTOR: 

              This unit of competency requires the knowledge, skills and attitude of a worker to perform and solve routing and general problems through calculations, and study of how things change. The framework for modeling systems in which there is change, and a way to deduce the predictions of such models is studies.


	Elements & Performance Criteria 

	ELEMENTS
	PERFORMANCE CRITERIA

(Italicized items are elaborated in the range of variables).

	1. Use calculation requirements, formulas, simulated data and figures in solving problems.
	1.1 The calculation requirements and data are identified from workplace information.
1.2 The graphing functions, inverse, polynomials, exponentials, logarithms, slopes and tangents, continuity and optimization are identified, plotted and/or calculated. 

	2. Select appropriate methods to apply optimization based on factual data or information.
	2.1 Appropriate method/concept is selected to carry out the calculation requirements in accordance with organizational guidelines.
2.2 Solve problems through optimization techniques  
2.3 Adapt techniques to solve problems relate to delivery, validation and scheduling.

	3. Use documented procedures or rules, and tools
	3.1 The calculations are completed using appropriate procedures, tools and instruments

3.2 Apply real world problems with solutions using calculation and prioritization.

	Range of Variables

	VARIABLES
	RANGE

	1. Workplace information
	1.1 Handwritten and printed material

1.2 Optimization 
1.3 Delivery 

1.4 Schedules


	2.  Organizational Guidelines
	It may include:

2.1 Information documentation procedures

2.2 Administrative manuals
2.3 User manuals
2.4 User request documents
2.5 Job order

2.6 Graphs



	Evidence Guide

	ASPECTS OF COMPETENCY
	EVIDENCE REQUIREMENTS

	1. Critical aspects of competency
	Assessment requires evidence that the candidate:
1.1. Identified calculation requirements from workplace information.
1.2. Selected appropriate method to carry out the calculation requirements.
1.3. Completed calculations using appropriate tools/instruments.


	2. Underpinning knowledge and attitudes 
	The candidate is knowledgeable of the following:
2.1 Graphing and functions

2.2 Compounding functions and graphing functions of functions

2.3 Understanding and graphing the inverse function

2.4 Polynomial functions: properties and factoring

2.5 Polynomial functions: properties and factoring

2.6 Polynomial functions: Exponentials and simplifying

2.7 Exponentials, Logarithms and natural log

2.8 Slopes and tangents on a graph

2.9 Equating of a line unit the point-slope formula

2.10 Continuity in a functions
2.11 Application of Optimization techniques

2.12 Solve case samples


	3. Underpinning skills
	3.1 Use graphing functions, inverse, polynomials, exponentials, logarithms, slopes and tangents, continuity and optimization
3.2 Answer case analysis


	4. Resource implications
	The following resources should be provided: 
4.1 Lecture Room
4.2 Laboratory Room for practice exercises using application software or tools
4.3 Software: Office application software, calculus and statistical software and tools



	5. Method of Assessment
	Competency in this Unit should be assessed through:
5.1 Oral interview/Interview
5.2 Written Evaluation



	6. Context for Assessment
	Competency may be assessed on the job or simulated environment:

6.1 Competency may be assessed in workplace or in a simulated workplace setting.

6.2 Assessment shall be observed while task are being undertaken whether individually or in group.
6.3 Assessment must be undertaken in accordance with Lao PDR CBT Assessment guidelines.




 UNIT 2      PARTICIPATE IN WORKPLACE COMMUNICATION

	UNIT CODE:
	SSTVET-ICT202

	UNIT DESCRIPTOR: 

              This unit of competency requires the knowledge, skills and attitude of a worker to require to gather, interpret and convey information in response to workplace requirements.


	Elements & Performance Criteria 


	ELEMENTS
	PERFORMANCE CRITERIA

(Italicized items are elaborated in the range of variables).

	1. Acquire and convey workplace information
	1.1 English communication is applied in the workplace.

1.2 Specific and relevant information is accessed from appropriate sources within the workplace. 

1.3 Effective questioning, active listening and speaking skills are applied in order to gather and to convey information.

1.4 The appropriate medium selected and is used to transfer information and ideas.

1.5 The appropriate verbal and non-verbal communication is used.

1.6 The appropriate lines of communication or medium with the immediate superior or supervisors and colleagues are identified and followed.

1.7 Defined workplace procedures for the location and storage of information are used.

1.8 Person-to-person interaction or to a group using appropriate medium is carried out clearly and concisely.


	2. Participate in work-based meetings and discussions
	1.9    Appropriate preparations for the meeting is undertaken.  
1.10 The work-related to team meetings are attended on time by the person and other members of the team.

1.11 Objective insights are clearly expressed and those of others are listened to without interruption.

1.12 The Inputs to the meeting are consistent with the meeting purpose and established protocols.
2.1 The Workplace interactions are conducted in a courteous manner. 

2.2 Questions about simple routine workplace procedures and matters concerning working conditions of employment are asked and responded to.

2.3 The meetings’ outcomes are recorded by the meeting secretariat and are implemented.



	3. Complete relevant work- related documents
	3.1 A range of forms related to employment is completed accurately and legibly.

3.2 Workplace data is recorded on standard workplace forms and documents.

3.3 Basic mathematical processes are used for routine calculations.

3.4 Errors in recording information on forms/ documents are identified and properly acted upon.

3.5 Reporting requirements to supervisor are completed according to organizational guidelines.




Range of Variables
	VARIABLE
	RANGE

	1. Appropriate sources
	May include but not limited to:

1. Department Heads

1. Team members

1. Trade providers or Suppliers

1. Local government representative or officials
1. Industry representative or officials.


	2. Medium
	May include but not limited to:

2. Memorandum

2. Circular or Notices
2. Recorded minutes of the Meeting /discussion

2. Follow-up or verbal  instructions

2. Face-to-face communication



	3. Storage
	May include but not limited to:
3. Manual filing system

3. Electronic or Computer-based filing system



	4. Forms
	May include but not limited to:

4. Personnel form
4. Telephone message form
4. Complaint form

4. Service /Job order form

4. Safety reports.



	5. Workplace interactions
	May include but not limited to:
5. Face-to-face 
5. Mobile or Telephone

5. Computerized or Electronic form
5. Written format:
5. Electronic
5. Memos
5. Instruction
5. Non-verbal including gestures, signals, signs and diagrams



	6. Protocols
	May include but not limited to:

6. Observation
6. Compliance with meeting discussions and final decisions
6. Obeying meeting instructions



Elements & Performance Criteria
	ELEMENTS
	PERFORMANCE CRITERIA

(Italicized items are elaborated in the range of variables).

	1. Critical aspects of competency
	Assessment requires evidence that the candidate:

1. Prepared written communication following standard format of the organization in English and in Lao.
1. The workplace information is accessed using communication equipment.
1. Appropriate words and grammar are relevant terms as an aid to transfer information effectively.
1. Conveyed information effectively adopting the formal or informal communication.


	2. Underpinning Knowledge 


	2. Effective communication.
2. Different modes of communication.
2. Written communication.
2. Organizational policies.
2. Communication procedures and systems

2. Technology relevant to the enterprise and the individual’s work responsibilities.


	3. Underpinning skills
	3. Follow instructions both in English and in Lao
3. Perform routine workplace duties.
3. Participate in workplace meetings and discussions as needed.
3. Comply and/or Complete work-related documents.
3. Estimate, calculate and record routine workplace information or measurements.
3. Perform basic mathematical processes of addition, subtraction, division and multiplication, as well as statistical data.
3. Ability to relate to people of social range in the workplace

3. Gather and provide information in response to workplace requirements.


	4. Resource implications
	The following resources MUST be provided:
4. Computer System  
4. Office Telephone

4. Writing materials

4. Internet connection
4. Software 


	5. Methods of Assessment
	Competency may be assessed through:

5. Observation

5. Individual Oral interview/Interview
5. Oral presentation to a group or panel
5. Written test.


	6. Context for Assessment
	Competency may be assessed on the job or simulated environment:
1.1 Competency may be assessed in workplace or in a simulated workplace setting.

1.2 Assessment shall be observed while task are being undertaken whether individually or in group.
1.3 Assessment must be undertaken in accordance with Lao PDR CBT Assessment guidelines.



UNIT 3       WORK IN A TEAM ENVIRONMENT

	UNIT CODE:
	SSTVET-ICT203

	UNIT DESCRIPTOR: 

              This unit of competency requires the knowledge, skills and attitude of a worker to identify role and responsibility as a member of a team.


	Elements & Performance Criteria 

	ELEMENTS
	PERFORMANCE CRITERIA

(Italicized items are elaborated in the range of variables).

	1. Describe  the team’s role and scope
	1.1 The role and team’s objective is identified from available workplace policies and goal list.

1.2 The team’s scope or parameters, business roles and responsibilities are identified.   
1.3 Apply English and Lao communication in the workplace. 



	2. Identify personal role and responsibility within team
	2.1 Simple routine workplace documents are prepared using key words, correct grammar, formats,  phrases, simple sentences, reports and visual aids where appropriate
2.2 Key information is written in the appropriately in standard formats.



	3. Work as a team member
	3.1 Workplace documents are read and understood

3.2 Visual information is conveyed interpreted



	Range of Variables

	VARIABLES
	RANGE

	1. Role and team’s objective.
	May include but not limited to, writing:
1.1 Work activities in a team environment with enterprise or specific sector.

1.2 Limited discretion, initiative and judgement maybe demonstrated on the job, either individually or in a team environment.


	2. Sources of Information
	May include, but not limited to:
2.1 Standard operating and/or other workplace procedures

2.2 Job procedures

2.3 Machine/equipment manufacturer’s specifications and instructions

2.4 Organizational or external personnel

2.5 Client/supplier instructions

2.6 Quality standards
2.7 OHS and environmental standards.


	3. Workplace Context
	May include but not limited to:

3.1 Work procedures and practices

3.2 Conditions of  work environments

3.3 Legislation and industrial agreements

3.4 Standard work practice including the storage, safe handling and disposal of chemicals

3.5 Safety, environmental, housekeeping and quality guidelines.


	A Evidence Guide

	ASPECTS OF COMPETENCY
	EVIDENCE REQUIREMENTS

	1. Critical aspects of competency
	Assessment requires evidence that the candidate:

1.1. Operated in a team to complete workplace activity

1.2. Worked effectively with others

1.3. Conveyed information in written or oral form

1.4. Selected and used appropriate workplace language

1.5. Followed designated work plan for the job

1.6. Reported outcomes.


	2. Underpinning knowledge and attitudes
	2.1 Communication process

2.2 Team structure
2.3 Team roles
2.4 Group planning and decision making.


	3. Underpinning skills
	3.1 Communicate appropriately, consistent with the culture of the workplace


	4. Resource implications
	The following resources should be provided: 

4.1 Access to relevant workplace or appropriately simulated environment where Assessment can take place
4.2 Materials relevant to the proposed activity or tasks



	5. Method of Assessment
	Competency in this Unit should be assessed through:
5.1 Observation of the individual member in relation to the work activities of the group
5.2 Observation of simulation and or role play involving the participation of individual member to the attainment of organizational goal
5.3 Case studies and scenarios as a basis for discussion of issues and strategies in teamwork



	6. Context for Assessment
	Competency may be assessed on the job or simulated environment:
6.1 Competency may be assessed in workplace or in a simulated workplace setting
6.2 Assessment shall be observed while task are being undertaken whether individually or in group.

6.3 Assessment must be undertaken in accordance with Lao PDR CBT Assessment guidelines



F COMMON UNITS OF COMPETENCY

UNIT 4   PERFORM OFFICE-BASED FILE MANAGEMENT SYSTEMS
	UNIT CODE:
	SSTVET-ICT204

	UNIT DESCRIPTOR: 

              This unit of competency requires the knowledge, skills and attitude of a worker to This unit covers the knowledge, skills, and attitude in receiving, collating and transmitting incoming and outgoing of mails and documents, monitoring and filing and storing documents, and covers planning, establishing and monitoring administrative systems and procedures at the office.


	Elements & Performance Criteria 


	ELEMENTS
	PERFORMANCE CRITERIA

(Italicized items are elaborated in the range of variables).

	1 Create and categorize documents
	1.1 Documents are create using word processing software and/or other application software.
1.2 Documents are processed according to organizational requirements.
1.3 The incoming and outgoing documents are reviewed, checked, classified and recorded using manuals or forms, and/or computerized systems to ensure accuracy. 

1.4 Documents are sorted and transmitted to receiver/receiving person/location in accordance with organizational requirements.

1.5 Documents are named and stored in accordance with organizational requirements. 

1.6 Controlled access and security to physical and electronic formats of documents are assigned.



	2 Distribution of documents
	2.1 The company directory is made, updated, shared and/or printed using an application  software and e-mail, and printer
2.2 Documents are sorted and transmitted to receiver/receiving person/location in accordance with organizational requirements.

2.3 Documents are sorted and transmitted to receiver/receiving person/location in accordance with organizational requirements.
2.4 Damaged, suspicious or missing items are recorded and reported promptly where necessary and taken appropriate action in accordance with organizational requirements.
2.5 Prompt distribution of Urgent and confidential documents in accordance with organizational requirements.

2.6 Outgoing mail and documents are collected from each section of the firm, check and sort all items to ensure they are correctly prepared for transmittal.
2.7 Outgoing mails and documents are Correct processing and recorded in register.



	3 Monitor status of  incoming and outgoing documents
	3.1 Documents are sent and distributed according to designated time lines and appropriate delivery method.

3.2 On-time follow-ups are made on the status of incoming and outgoing mails and documents.



	4. File and store documents
	1.1 File management techniques is applied.

1.2 Filing and storing system is prepared according to organizational requirements.

1.3 Office machines are identified and accessed to file and store documents.

1.4 Inactive or dead files are identified, removed and/or reassigned in accordance with organizational requirements.

1.5 Documents and filing systems are maintained in accordance with organizational requirements.

1.6 Digital copies of the documents are created and stored. 



	5. Follow basic office systems and procedures
	1.7 Office systems and procedures are followed in accordance with organizational procedures and guidelines.

1.8 Appropriate advance information on new systems or procedures communicated to colleagues, management and users using appropriate media
1.9 Support is facilitated and provided to colleagues, management and users as required for ease of implementation.
1.10 Feedbacks and suggestions for improvements are solicited and noted from users and colleagues at all levels.




Range of Variables 
	VARIABLE
	RANGE

	1. Documents
	May include but not limited to:

1.1 Correspondence
1.2 Electronic (e.g. Faxes, emails to central address)

1.3 Procedures 
1.4 Journals/magazines

1.5 Letters: Electronic, paper-based
1.6 Agendas, memos and meeting minutes

1.7 Reports and briefing papers

1.8 Billings, checks and receipts



	2. Controlled access and security
	2.1 Password protection of documents

2.2 User accounts: User name and passwords in online systems and workstations

2.3 Physical files lockers, cabinets, locks

2.4 Room/Office locks.


	3. Checking mail and documents
	May include but not limited to:

3.1 Checked for attachments

3.2 Checked for sender

3.3 Checked for addressee

3.4 Stamped as official

3.5 Marked  as confidential, urgent or personal

3.6 Checked for transmittal date

3.7 Checked for damages.


	4. Directory 
	4.1 Personnel Name

4.2 Contacts information and location

4.3 Position and titles (staff, personnel and managers, officers and directors including departments are identified and listed).


	5. Registering mail and documents
	May include but not limited to:

5.1 Assigning file number or access code
5.2 Addressee

5.3 Stamped as official correspondence
5.4 Condition of mail item (e.g. Damaged, no return address)

5.5 Contents:  e.g. Check
5.6 Date received

5.7 Sender

5.8 Subject

5.9 Recording in a logbook.



	6. Organizational requirements
	May include but not limited to:

6.1 Receiving and transmitting procedures

6.2 Legal and organizational policies, guidelines and requirements

6.3 Procedures for deciding which documents should be kept and filed

6.4 Procedure for updating records

6.5 Delivery/transmittal of urgent mail and documents

6.6 Security procedures.



	7. Sort
	May include but not limited to:

7.1 Adding a circulation/routing slip

7.2 Separating by order of importance for each individual

7.3 Separating internal (organizational)  and external mail and documents

7.4 Separating junk mail and documents

7.5 Separating urgent mail to be distributed first

7.6 Sorting by departments

7.7 Sorting by location

7.8 Sorting by seniority of personnel

7.9 Sorting invoices, checks and accounts.



	8. Receiver/receiving person and/or location
	May include but not limited to:

8.1 Administrative support person

8.2 Managers and officers

8.3 Directors

8.4 Department

8.5 Individual addressee

8.6 Corporate addressee.



	9. Missing, damaged, suspicious items  
	May include but not limited to:

9.1 Documents exposed to weather like water damaged from rain

9.2 Documents that are roughly handled—torn and faded
9.3 Documents that looks like it has been opened(re-sealed mail)

9.4 Document has missing contents.



	10. Appropriate action
	May include but not limited to:
10.1 Seek Immediate attention of the supervisor or security staff 

10.2 Contacting sender to ensure that the appropriate document was received

10.3 Recording the  incident

10.4 Notification of the missing or damaged items with sender

10.5 No action taken 
10.6 Use of vires protection or scanner



	11. Prepared for transmittal
	May include but not limited to:
11.1 Checking attachments 

11.2 Checking letter and envelope are addressed to same person

11.3 Checking the address is not obscured

11.4 Checking letter/memos has been signed and stamped

11.5 Checking return address is included

11.6 Checking address details and layout are correct

11.7 Selecting most appropriate delivery method

11.8 Ensuring correct requirements for chosen method are  followed

11.9 Preparing bulk mail.



	12.  Correct processing
	May include but not limited to:
12.1 Collating documents as instructed

12.2 Making copies of documents as instructed

12.3 Registering date transmitted

12.4 Registering transmit receipt if appropriate

12.5 Registering method of transmit

12.6 Registering receipt and receiver of mail/documents if hand delivered

12.7 Registering sender, destination and contents.



	13. Appropriate delivery method
	May include but not limited to:

13.1 Courier

13.2 Post mail

13.3 Express mail

13.4 Email

13.5 Facsimile.



	14. Follow-ups
	May include but not limited to:

14.1 Ensuring mail and document is delivered to receiver
14.2 Providing proof of transmittal.



	15. Filing System
	May include but not limited to:

15.1 Manual filing

15.2 Semi-automated filing

15.3 Fully automated filing system.

15.4 Digital Copies.



	16. Office machines
	May include but not limited to:

16.1 Computers

16.2 Photocopying machines or Copiers

16.3 Scanner, Printer
16.4 Binders, Binding machine
16.5 Folder/filing system

16.6 Cabinets for filing

16.7 Vaults and safe.



	17. Named and Stored
	May include but not limited to:

17.1 Appropriate file type

17.2 Authorized access

17.3 File names according to organizational procedure e.g. Numbers rather than names

17.4 File names which are easily identifiable in relation to the content

17.5 File/directory names which identify the operator, author, section, date etc.

17.6 Filing locations

17.7 Organizational policy for backing up files

17.8 Organizational policy for filing hard copies of documents

17.9 Security, accounts
17.10 File/ disk/ server storage systems (folders/sub-folders), CD-ROM.



	18.  Archiving and deletion
	May include but not limited to:

18.1 Compressing computer files prior to archiving

18.2 Periodically archiving or deleting files

18.3 Transferring files at regular intervals or routinely checking for dead or inactive files

18.4 Transferring records from the active filing system to secondary storage.



	19. Back-ups 
	May include but not limited to:
19.1 File/ disk/ server storage systems (folders/sub-folders), CD-ROM

19.2 Electronic (email, internet access, diskette, tape, CD-ROM)

19.3 Microfilm

19.4 Photographic material

19.5 Printed material.



	20. Office systems and procedures
	May include but not limited to:
20.1   Administrative systems and procedures such as:

· Record keeping procedures

· Setting and confirming appointments   and meetings

· Keeping personnel records 

· Filing and storing of memos, agenda, reports

· Document transmittal, routing, & mailing 

· Filing and maintaining office contacts and addresses

20.2 Receiving users and/or visitors

20.3 Expense approval

20.4 Organizing office activities and meetings

20.5 Procedures used to obtain and provide  information, with consideration given to meeting legislative requirements, such as privacy, transparency 
20.6 Safekeeping and custody of office machines
20.7 Storing of database and electronic files
20.8 OHS procedures.


	21. Organizational requirements
	May include but not limited to:

21.1 Timeliness and cost efficiency

21.2 Streamlined process

21.3 Proper ethics and courtesies

21.4 Transparency requirements

21.5 Goals, objectives, plans, systems and processes

21.6 Legal and organizational policies, guidelines and requirements

21.7 OHS policies, procedures and programs

21.8 Quality and continuous improvement processes and standards

21.9 Quality assurance.



	22. Designated persons and/or committee
	May include but not limited to:
22.1 Personnel or committee designated in office systems and procedures

22.2 The frontline manager's supervisors or others with management roles and responsibilities concerning office  systems and procedures

22.3 Other stakeholders following the office systems and procedures system such as users and service providers

22.4 Other work groups or teams whose work will be affected by the system.



	23. Colleagues
	May include but not limited to:

23.1 Employees at the same level or more senior managers, directors

23.2 Staff members

23.3 Team members.



	24. Media
	May include but not limited to:

24.1 Memo

24.2 Briefing note

24.3 Email

24.4 Manuals

24.5 Brochures.



	25. Adequate sourcing
	May include but not limited to:

25.1 Adequate time

25.2 Financial resources

25.3 Human resources

25.4 Specialist expertise

25.5 Supplies and materials.



	26. Monitor
	May include but not limited to:

26.1 Assess results of initial introduction

26.2 Solicit feedback

26.3 Examine cost.



	27. Efficiency and effectiveness
	May include but not limited to:

27.1 Cost

27.2 Timeliness

27.3 Ease of use

27.4 Transparency

27.5 Minimum paperwork

27.6 Quality and reputation

27.7 Reports from other users

27.8 Technical and system support availability.




EVIDENCE GUIDE

	1. Critical aspects of competency
	Assessment requires evidence that the candidate:
1.1 Demonstrate ability in receiving and collating incoming & outgoing documents 

1.2 Demonstrate understanding of file management techniques

1.3 Demonstrate ability in transmitting  incoming and outgoing documents

1.4 Demonstrate ability in monitoring status of incoming and outgoing documents

1.5 Demonstrate ability to file and store documents

1.6 Demonstrated ability to identify and communicate needs for office systems and procedures.

1.7  Demonstrated ability to contribute to the development of basic office system and procedures.

1.8 Demonstrate ability to collaborate with colleagues and users and seek feedbacks on office systems and procedures

1.9 Demonstrate ability to monitor office systems and procedures and identify improvements.


	2. Underpinning knowledge
	2.1 Understand the document life support cycles:

2.1.1 Creation

2.1.2 Editing

2.1.3 Review

2.1.4 Publishing

2.1.5 Distribution

2.1.6 Archiving 
2.2 Knowledge of the business in which you are operating in, its processes, workflows and accountabilities within the business
2.3 Effective communication

2.4 Different modes of communication 

2.5 Written communication

2.6 Organizational policies

2.7 Communication procedures and systems

2.8 Relevant technologies to the enterprise and the individual’s work responsibilities

2.9 Organizational policies and procedures relating to collecting and processing workplace information

2.10 Organizational recordkeeping/filing systems and security procedures

2.11 Organization’s business and structure

2.12 Range of filing systems including paper-based and software-based.

2.1 Key provisions of relevant legislation  that may affect aspects of business operations, such as:

· Financial reporting 

· Ethical principles

· Codes of practice

· Enterprise law

· Occupational health and safety

2.2 Administrative systems elements and applications

2.3 Policies and procedures relating to collecting and processing office information

2.4 Organizational recordkeeping/filing systems and security procedures

2.5 Organization's business and structure
2.6 Range of filing systems including paper-based and software-based
2.7 Address in-depth document life cycle management, document configuration management and related ISO standards.


	3. Underpinning skills
	The following skills are:
3.1 21st Century skills
3.1.1 Collaboration

3.1.2 Communication

3.1.3 Leading and Innovation

3.1.4 Critical Thinking

3.1.5 Entrepreneurship

3.1.6 Environment Literacy

3.1.7 Information Technology

3.1.8 Life-long Learning

3.1.9 Occupational Health

	4. Resource implications
	The following resources MUST be provided:
4.1 Office machines: fax, photocopier, binder, 
4.2 Online Drives, Shareware/Software

4.3 Internet connection

4.4 Mobile phone, Telephone, Computer

4.5 Writing materials

4.6 Document trackers

4.7 Hard disk drive, servers
4.8 Filing system



	5. Method of Assessment
	Competency may be assessed through:

5.1 Observation

5.2 Oral interview/Interview
5.3 Written examination

5.4 Simulation

5.5 Work Outputs/ Portfolio: developed contact/routing systems



	6. Context for Assessment
	Competency may be assessed on the job or simulated environment:
6.1 Competency may be assessed in workplace or in a simulated workplace setting
6.2 Assessment shall be observed while task are being undertaken whether individually or in group.
6.3 Assessment must be undertaken in accordance with Lao PDR CBT Assessment guidelines




UNIT 5     USE  ICT HAND TOOLS FOR COMPUTER MAINTENANCE
	UNIT CODE:
	SSTVET-ICT205

	UNIT DESCRIPTOR: 

              This unit of competency requires the knowledge, skills and attitude of a worker to This unit covers the knowledge, skills, and attitude on the safe use, handling and maintenance of tools for computers and LAN.


	Elements & Performance Criteria 


	ELEMENTS
	PERFORMANCE CRITERIA

(Italicized items are elaborated in the range of variables).

	1. Plan and prepare for tasks to be undertaken
	1.1. The tasks to be undertaken are properly identified

1.2. Appropriate hand tools are identified and selected according to the task requirements.
1.3. Appropriate ESD Tools are identified and selected according to the task requirements.

1.4. The inventory of equipment and tools is updated. 



	2. Prepare ICT hand tools
	2.1. The appropriate forms and checklists are completed in preparation of the ICT hand tools (Hand/ESD/Cleaning/Diagnostic/Protection tools)  are listed, checked for proper operation and safety

2.2. The ICT hand tools are inspected and prepared.

2.3. Defective or faulty tools are identified and marked for repair according to standard company procedure.
2.4. Appropriate forms are updated to mark the  defective or faulty tools,

2.5. Appropriate personal protective equipment (PPE) are prepared and used.



	3. Use of ICT hand tools and equipment
	3.1. The ICT hand tools are used according to  tasks undertaken

3.2. All safety procedures in using tools are observed at all times.

3.3. Malfunctions, unplanned or unusual events are reported to the supervisor



	4. Maintain ICT hand tools 
	4.1. Appropriate Cleaning tools are identified and selected according to the task requirements.

4.2. The ICT hand tools are not dropped to avoid damage

4.3. Routine maintenance of tools undertaken according to standard operational procedures, principles and techniques

4.4. The tools are stored safely in appropriate locations in accordance with manufacturer’s specifications or standard operating procedures.
4.5. Use of Protection Software tools for the computer. 




Range of variables
	VARIABLE
	RANGE

	1. ICT hand tools
	1.1. ICT hand tools for terminating cables: Tool set includes the following but not limited to: screw drivers, pliers, punches, wrenches, files.  Toolkits range widely in size, quality, and price. Some common hand tools  are:

1.1. UTP Cable

1.2. Fiber optic cable

1.3. Connectors;  RJ -45, ST

1.1.1 Flat-head screwdriver: Used to tighten or loosen slotted screws.

1.1.2 Phillips-head screwdriver: Used to tighten or loosen cross-headed screws.

1.1.3 Torx screwdriver: Used to tighten or loosen screws that have a star-like depression on the top, a feature that is mainly found on laptops.

1.1.4 Hex driver: Used to tighten or loosen nuts in the same way that a screwdriver tightens or loosens screws (sometimes called a nut driver).

1.1.5 Needle-nose pliers: Used to hold small parts.

1.1.6 Wire cutters: Used to strip and cut wires.

1.1.7 Tweezers: Used to manipulate small parts.

1.1.8 Part retriever: Used to retrieve parts from locations that are too small for your hand to fit.

1.1.9 Flashlight: Used to light up areas that you cannot see well.

1.1.10 Wire stripper: A wire stripper is used to remove the insulation from wire so that it can be twisted to other wires or crimped to connectors to make a cable.

1.1.11 Crimper: Used to attach connectors to wires.

1.1.12 Punch-down tool: Used to terminate wire into termination blocks. Some cable connectors must be connected to cables using a punch down tool.



	2. ESD Tools
	2.1 The Antistatic wrist strap:  protects computer equipment when grounded to a computer chassis.
2.2 The antistatic mat: protects computer equipment by preventing static electricity from accumulating on the hardware or on the technician.



	3. Cleaning Tools
	3.1 Soft cloth: Used to clean different computer components without scratching or leaving debris

3.2 Compressed air: Used to blow away dust and debris from different computer parts without touching the components

3.3 Cable ties: Used to bundle cables neatly inside and outside of a computer

3.4 Parts organizer: Used to hold screws, jumpers, fasteners, and other small parts and prevents them from getting mixed together



	4. Diagnostic Tools
	Diagnostic tools are used to test and diagnose the equipment. These are:
3.5 Digital multimeter is a device that can take many types of measurements. It tests the integrity of circuits and the quality of electricity in computer components. A digital multimeter displays the information on an LCD or LED.
3.6 Loopback Adapter is also called a loopback plug, tests the basic functionality of computer ports. The adapter is specific to the port that you want to test.

3.7 The toner probe, as shown in Figure 2-4, is a two-part tool. The toner part is connected to a cable at one end using specific adapters, such as an RJ-45, coaxial, or metal clips. The toner generates a tone that travels the length of the cable. The probe part traces the cable. When the probe is in near proximity to the cable to which the toner is attached, the tone can be heard through a speaker in the probe.

	5. Software Tools
	5.1. Software Tools:  software tools help diagnose computer and network problems and determine which computer device is not functioning correctly. 


	6. Back-up Storage Device
	6.1. External hard drive enclosure



	7. Disk management tools
	7.1. DISK: A command-line tool that creates and deletes partitions on a hard drive. 
7.2. The FDISK tool (not available in Windows XP, Vista, or 7.)  Has been replaced with the Disk Management tool.
7.3. Disk Management Tool: Initializes disks, creates partitions, and formats partitions.
7.4. Format: Prepares a hard drive to store information.
7.5. ScanDisk or CHKDSK: Checks the integrity of files and folders on a hard drive by scanning the file system. These tools might also check the disk surface for physical errors.
7.6. Defrag: Optimizes space on a hard drive to allow faster access to programs and data.
7.7. Disk Cleanup: Clears space on a hard drive by searching for files that can be safely deleted.

7.8. System File Checker (SFC): A command-line tool that scans the operating system critical files and replaces files that are corrupted.

7.9. Use the Windows 7 boot disk for troubleshooting and repairing corrupted files. The Windows 7 boot disk repairs Windows system files, restores damaged or lost files, and reinstalls the operating system.

7.10. Third-party software tools are also available to assist in troubleshooting problem



	8. Protection Software tools
	 Various types of software protect hardware and data:

8.1. Gloves

8.2. Protective eyewear

8.3. Windows 7 Action Center: Checks the status of essential security settings. The Action Center continuously checks to make sure that the software firewall and antivirus programs are running. It also ensures that automatic updates download and install automatically.

8.4. Antivirus program: Protects against virus attacks.

8.5. Antispyware program: Protects against software that sends information about web surfing habits to an attacker. Spyware can be installed without the knowledge or consent of the user.

8.6. Window 7 Firewall: Runs continuously to protect against unauthorized communications to and from your computer.

	9. Personal Protective Equipment (PPE)
	9.1. Gloves

9.2. Protective eyewear

9.3. Anti-static mat



	10. Maintenance
	10.1. Cleaning Tools 

10.2. Adjustment using correct procedures

10.3. Terminating wires, re-wiring for LANs




EVIDENCE GUIDE

	1. Critical aspect of competency
	Assessment must show that the candidate:

1.1. Proper inventory and issuance of tools and equipment are observed.

1.2. Demonstrated safe working practices at all  times

1.3. Communicated information about processes, events or tasks being undertaken to ensure a safe and efficient working environment

1.4. Planned  tasks in all situations and reviewed task requirements as appropriate

1.5. Performed  all tasks to specification

1.6. Maintained and stored tools in appropriate location

1.7. Can use a wide range of tools: Hand/ESD/Cleaning/Diagnostic and software tools software tools to diagnose problems, maintain hardware, and protect the data stored on a computer
1.8. Protect data and the integrity of the operating system and hardware through the use software designed to guard against attacks and to remove malicious programs.



	2. Underpinning knowledge


	2.1. ESD Tools:

2.1.1 Antistatic wrist strap 

2.1.2 Antistatic mat
2.2. Safety:
2.2.1. Safety requirements in handling tools  

2.3. Tools : 

2.3.1. Function, Operation, Common faults

2.4. Processes, Operations, Systems

2.4.1. Maintenance of tools

2.4.2. Storage of Tools



	3. Underpinning skills
	3.1. Reading skills required to  interpret work instruction and numerical skills

3.2. Communication skills

3.3. Problem solving in emergency situation



	4. Method of Assessment
	Competency in this unit must be assessed through:

4.1. Observation

4.2. Oral questioning



	5. Resource Implication
	5.1  ICT Hand tools
5.2  Inventory Management software

5.3  Computer Laboratory for PERSONAL COMPUTER (PC) Repair and LANs

5.4  Internal Hardware Components

5.5  Cables 

5.6  Network Devices

5.7  Installer: Software, Ant-virus

5.8  Logbook, Forms



	6. Context for Assessment

	Competency may be assessed on the job or simulated environment:
6.1 Competency may be assessed in workplace or in a simulated workplace setting.
6.2 Assessment shall be observed while task are being undertaken whether individually or in group.
6.3 Assessment must be undertaken in accordance with Lao PDR CBT Assessment guidelines.



	UNIT 6      APPLY PROBLEM-SOLVING APPROACHES FOR USER SUPPORT AND ASSISTANCE

UNIT CODE:

SSTVET-ICT206
UNIT DESCRIPTOR: 

This unit of competency requires the knowledge, skills and attitude of a worker to require to deliver service to users. It entails being able to communicate effectively with users, respond to their complaints, receive and process sales orders and identify users’ special requirements. Workplace including the application of problem solving techniques and to determine and resolve the root cause of the problems.
Elements & Performance Criteria 


	ELEMENTS
	PERFORMANCE CRITERIA

(Italicized items are elaborated in the range of variables).

	1. Provide support to   users
	1.1 Apply the professional and ethical work values.

1.2 Communication with users conducted in a professional, courteous manner, according to organizational policy and procedure.
1.3 Users’ needs and reasonable requests met or referred to supervisor according to organizational policy or legislative requirements.

1.4 User’s details and information recorded where necessary.

1.5 Possible problems identified, anticipated and action taken to minimize the effect on users satisfaction.

1.6 Users with special needs or requirements are identified promptly by observation and questioning.

1.7 A willingness to assist conveyed verbally and non-verbally.

1.8 Users’ needs are promptly addressed to, referred or redirected as required.
1.9 Opportunities to deliver additional levels of service beyond the users’ immediate request recognized and acted upon.

1.10 Verbal and non-verbal communication used to develop rapport with users during service delivery.



	2. Identify the problem
	3.1. The extent, cause and nature are of the problem are defined through observation, investigation and analytical techniques.
3.2. The Problems are clearly stated and specified



	3. Determine fundamental causes of the problem 
	3.1. The possible causes are identified based on experience and the use of problem solving tools / analytical techniques.

3.2. The possible causes “report” are developed based on findings

3.3. Fundamental causes are identified per results of investigation conducted.

	4. Respond to users complaints
	2.1 Positive helpful attitude conveyed to users when handling complaints.

2.2 Complaints handled sensitively, courteously and with discretion.

2.3 Nature of complaint established by active listening and questioning and confirmed with the users.

2.4 Action taken to resolve complaint to user satisfaction wherever possible.

2.5 Unresolved users dissatisfaction or complaints promptly referred to supervisor.

2.6 Opportunities taken to turn incidents of user’s dissatisfaction into a demonstration of high quality service to users in line with organizational policy.

2.7 Documentation regarding user dissatisfaction or complaints completed accurately and legibly.

2.8 Follow up action taken as necessary to ensure users satisfaction.

2.9 User complaints are properly recorded or documented by the use of organizational tools. 

	5. Determine corrective action
	3.1. All possible options are considered for resolution of the problem

3.2. Strengths and weaknesses of possible options are considered

3.3. Corrective actions are determined to resolve the problem and possible future causes

3.4. Action plans are developed identifying measurable objectives, resource needs and timelines in accordance with safety and operating procedures

	6. Provide recommendation/s to manager
	3.1. Report on recommendations are prepared

3.2. Recommendations are presented to appropriate personnel.

3.3. Recommendations are followed-up, if required


RANGE OF VARIABLES

	1. Analytical techniques
	1.1. Brainstorming

1.2. Intuitions/Logic

1.3. Cause and effect diagrams

1.4. Pareto analysis

1.5. SWOT analysis

1.6. Gant chart, Pert CPM and graphs

1.7. Scatter grams 



	2. Problem


	2.1. Non – routine process and quality problems

2.2. Equipment selection, availability and failure

2.3. Teamwork and work allocation problem

2.4. Safety and emergency situations and incidents



	3. Action plans 


	3.1. Priority requirements

3.2. Measurable objectives

3.3. Resource requirements

3.4. Timelines

3.5. Co-ordination and feedback requirements

3.6. Safety requirements

3.7. Risk assessment

3.8. Environmental requirements



	4. Organizational Tools
	4.1. Reference Tools:  A technician must document all repairs and computer problems. 
4.2. It is important that a technician document all services and repairs. These documents need to be stored centrally and made available to all other technicians. The documentation can then be used as reference material for similar problems that are encountered in the future. Good customer service includes providing the customer with a detailed description of the problem and the solution.

4.3. Personal Reference Tools,  include:

3.7.1 Troubleshooting guides

3.7.2 Manufacturer manuals
3.7.3 Quick reference guides, and 
3.7.4 Repair journals.
4.4. Notes: are used in the process of: troubleshooting and repair; as a reference ode repeating previous steps and to determine what steps to take next.

4.5. Journal: Document the upgrades and repairs that you perform, with the:

4.5.1 Include descriptions of the problem

4.5.2 Possible solutions that have been tried to correct the problem, and the 
4.5.3 Steps taken to repair the problem.
4.5.4 Note any configuration changes made to the equipment and any replacement parts used in the repair. Your journal, along with your notes, can be valuable when you encounter similar situations in the future.

4.6. History of repairs: Make a detailed list of problems and repairs, including the date, replacement parts, and customer information. The history allows a technician to determine what work has been performed on a specific computer in the past.

4.7. Internet Reference Tools

The Internet is an excellent source of information about specific hardware problems and possible solutions, a company can have:

4.7.1  Internet search engines

4.7.2 News groups

4.7.3 Manufacturer FAQ
4.7.4 Online computer m
4.7.5 Anuals
4.7.6 Online forums and chat
4.7.7 Technical websites
4.7.8 Miscellaneous Tools  


	5. Documentation
	5.1.   The documentation can then be used as a reference for future problems or for other technicians who may not have encountered the problem before. 

5.2.   The documents can be paper based, but electronic forms are preferred because they can be easily searched for specific problems.



	6. Organizational policies and procedures
	May include but are not limited to:

1.1 Users service

1.2 Forms and Documents

1.3 Dealing with users complaints

1.4 Processing sales orders.



	7. Users
	May include but are not limited to:

1.5 Regular and new users
1.6 People from a range of social, cultural, ethnic backgrounds and physical and mental abilities

1.7 People with routine or special requests



	8. User Request or Complaint Form  
	May include but are not limited to:

8.1 Verbal
8.2 Written
8.3 Electronic form.



	9. Legislative requirements
	May include but are not limited to:

9.1 Trade Practices Act
9.2 Office Hours

9.3 Privacy Act

9.4 Policy on Use/Return of Items



	10. Transport, storage and handling of good users service 
	May include but are not limited to:

10.1 Organizational activities
10.2 Internal and external users
10.3 Follow-up in event of delays in service provision



	11. Users’ needs
	May include but are not limited to:

11.1 Information regarding organizational facilities and services
11.2 Location of specific items within the organization
11.3 Returns or refunds.




EVIDENCE GUIDE

	1. Critical aspects of competency
	Assessment requires evidence that the candidate:

A Apply quality work standards.
A A complete document and documentation of all repairs and computer problems is prepared and done. 
A Identified the problem

A Determined the fundamental causes of the problem

A Determined the correct / preventive action

A Provided recommendation to manager

A These aspects may be best assessed using a range of scenarios / case studies / what ifs as a stimulus with a walk through forming part of the response. These assessment activities should include a range of problems, including new, unusual and improbable situations that may have happened.

A Assessment requires evidence that the candidate:

A Consistently applied organizational policies and procedures and industry codes of practice in regard to users service

A Provided a quality service environment by treating users and team members in a courteous and professional manner through all stages of the service/sales procedures

A Accurately identified the nature of users complaints, resolved complaints and provided service to users according to organizational policies

A Used effective questioning/active listening and observation skills to identify users’ special requirements

A Accessed, recorded and processed sales orders accurately and responsibly according to organizational policies and procedures

A Collaboratively worked within a team to meet users’ needs
A A journal of upgrades and repairs are completed and are kept. The documentation in the journal includes descriptions of the problem, possible solutions that have been attempted, and the steps taken to repair the problem. 

A Any configuration changes made to the equipment and any replacement parts used in the repair must be documented.

	A Underpinning Knowledge 
	A Competence includes a thorough knowledge and understanding of the process, normal operating parameters, and product quality to recognize non-standard situations

A Competence to include the ability to apply and explain, sufficient for the identification of fundamental cause, determining the corrective action and provision of recommendations

A Relevant equipment and operational processes

A Enterprise goals, targets and measures

A Enterprise quality, OHS and environmental requirement

A Principles of decision making strategies and techniques

A Enterprise information systems and data collation

A Industry codes and standards

A Organizational policies and procedures in regard to:

A Users service

A Dealing with difficult users
A Handling and recording complaints

A Assigned duties and responsibilities

A Users returns and refunds

A Lay-away/gift voucher/gift check procedures

A Merchandise and service range of organizational departments

A Location of organizational departments

A Functions and procedures for operating the organizational telephone system and other communication equipment 

A Relevant legislation and statutory requirements

A Relevant industry codes of practice

A Relevant occupational health and safety requirements

A Questioning/active listening

A Negotiation techniques

A Following set routines and procedures

A Handling difficult or abusive users


	A Underpinning skills
	A Using range of formal problem solving techniques

A Identifying and clarifying the nature of the problem

A Devising the best solution

A Evaluating the solution

A Implementation of a developed plan to rectify the problem



	A Resource implications
	The following resources MUST be provided:
A Relevant documentation such as:

A Sales order forms

A Complaint/return forms

A Stock/inventory/price lists

A Organizational policy and procedures manuals

A Access to a range of users with different requirements

A Point of sale equipment and materials

A A communication system or a range of communication equipment



	A  Methods of Assessment
	Competency may be assessed through:

A Case studies on solving problems in the workplace

A Observation

A The unit will be assessed in a holistic manner as is practical and may be integrated with the assessment of other relevant units of competency. Assessment will occur over a range of situations, which will include disruptions to normal, smooth operation. Simulation may be required to allow for timely assessment of parts of this unit of competency. Simulation should be based on the actual workplace and will include walk through of the relevant competency components. 



	A Context for Assessment
	Competency may be assessed on the job or simulated environment:

A Competency may be assessed in workplace or in a simulated workplace setting.

A Assessment shall be observed while task are being undertaken whether individually or in group.

A Assessment must be undertaken in accordance with Lao PDR CBT Assessment guidelines.




UNIT 7    apply inventory management procedures
	UNIT CODE:
	SSTVET-ICT207

	UNIT DESCRIPTOR:
This Unit aims to provide knowledge, skills and attitude on computer laboratory and inventory management.

	ELEMENTS
	PERFORMANCE CRITERIA

(Italicized items are elaborated in the range of variables).

	1. Planning inventory locations and assignment
	1.1 Work is undertaken safely in accordance with the workplace and standard procedures.

1.2 Create a classification scheme for each class of item, device, tools and software.

1.3 Physical locations are storage are identifies. 

1.4 A naming scheme is created that will aid in tracking the inventory
1.5 Rename the computer in its computer properties panel.
1.6 Barcodes are created and used. 

1.7 Properly store all the items in the respective locations



	2. Create inventory for software
	2.1 A list of the items are created. 

2.2 The maintenance inventory schedule is created. 

2.3 The computer database management software is created/ updated/



RANGE OF VARIABLES

	1. Routine Workplace
	May include but not limited to:

1.1 Inventory Checklist

1.2 Organizational Manual or guidelines

1.3 Job description

1.4 Asset management procedures
1.5 Audit/Inspection schedule

 

	2. Visual information
	2.1 Database

2.2 Printed List


EVIDENCE GUIDE

	1. Critical aspects of competency
	1.1. Create, save, protect, edit, search, print

1.2. Recording management
1.3. Proper Labeling



	2.  Underpinning Knowledge an attitude
	2.1. Computer System parts, software and network devices, tools
2.2. Diligence



	3. Underpinning skills 
	3.1      Recording 
3.2      Record Management

3.3      Safekeeping



	4. Resources Implication
	The following resources MUST be provided:

3.1     Laboratory Room

3.2     Software

3.3     Asset management software
3.4     Journal

3.5 Database

3.6 Desktop Computer   
3.7 Internet connection for online access and backups



	4. Methods of Assessment
	 Competency must be assessed through:

4.1 Written test

4.2 Actual Inspection
4.3 Oral Questioning



	5. Context for Assessment
	Competency may be assessed on the job or simulated environment:

6.1 Competency may be assessed in workplace or in a simulated workplace setting.

6.2 Assessment shall be observed while task are being undertaken whether individually or in group.

6.3 Assessment must be undertaken in accordance with Lao PDR CBT Assessment guidelines.




CORE COMPETENCIES

UNIT 8   CONFIGURE and maintain COMPUTER SYSTEM
	UNIT CODE:
	SSTVET-ICT208

	UNIT DESCRIPTOR: 

This Unit aims to provide knowledge and skills on computer system and basic network set-up and management. It also deals with basic introduction to computer system configuration, software installation, usage of utility software and tools, inventory, troubleshooting, training and support to users.

	ELEMENTS
	PERFORMANCE CRITERIA

(Italicized items are elaborated in the range of variables).

	1.Check the functionality of the computer system, peripherals, and software.
	1.1 Work is undertaken safely in accordance with the workplace and standard procedures.
1.2 The computer hardware and its components are connected and turned-on or turned-off properly

1.3 The operating system is installed.
1.4 The peripheral devices are configured as per the instructions given in their respective manuals. 
1.5 The inventory checking and recording was conducted.
1.6 Set-up wired or wireless printer, and print test page.



	2. Install software applications.
	2.1 The availability of the operating system and application software are checked in the computer system.
2.2 The application software are installed as per given instructional manual and are recorded with applicable key or license.
2.3 The application software that required upgrading has software updates or updater from a valid source.
2.4 Application software are installed using the Control Panel of the computer system
2.5 The available memory and storage of the computer system was checked after un-installing or removing a software application.
2.6 Support, assistance, training on simple task in using the computer hardware or software are provided to users.

	3. Configured the system’s security and settings.
	3.1 Appropriate user accounts with user name and password are created or assigned, wherein privacy, security and related conditions are prompted or displayed on introductory screens.
3.2 A customized desktop environment on the Graphical User Interface (GUI) settings; Internet connectivity and firewall were set-up. 
3.3 The computer and online security threats are identified: malware (viruses, Trojan horses, rootkits, spyware, adware, worms) using a “scanning/anti-virus of utility software) and appropriate measure such as “deletion” and quarantine are completed on it’s the computer system and/or to its storage devices and files.  
3.4 Use of utility software or tools for: system, disk analysis, disk/file cleaning and optimization, malware removal, system restores and other tools.
3.5 Apply ethical knowledge and standards.

	4. Configured the network and Internet connectivity settings
	4.1    Set-up the network devices, network peripherals, network types, media and topology, are identified, and troubleshooting was performed.

4.2    Use the appropriate IP Addressing schemes and protocols.

4.2 Test network and Internet connectivity.

4.3 The network devices, network peripherals, network types, media and topology, are identified, and troubleshooting was performed. 

4.4 Terminate cables and set wireless connections on the network.

4.5 Use network connectivity tools.

4.6 Provide necessary support and assistance to users 



	5. Troubleshoot basic hardware and network faults
	5.1 Demonstrated the precautions for troubleshooting errors, formatting an external mass storage. 
5.2 The troubleshooting process is performed.
5.3 The Personal Computer or PC is free from errors 
5.4 A solution of hardware errors are acted upon.
5.5 Hardware and network tools were used. 
5.6 Quality standards was applied. 
5.7 Software management tools are used. 
5.8 Documentation procedures are followed and conducted.



RANGE OF VARIABLES

	1.Routine Workplace
	May include but not limited to:

1.1 Simple reports: 

1.1.1 Hardware inventory checklist
1.1.2 Software inventory checklist
1.1.3 Tools and equipment list

1.1.4 Request form for PERSONAL COMPUTER (PC)maintenance

1.1.5 Asset management reporting, if any

1.2 User’s Manual  or guidelines

1.3 Administrative manuals

1.4 Standard OHS information

 

	2.Visual Information
	1.1. Forms with tables and list of options
1.2. Labels for computer PC/Workstation and devices

1.3. User’s Manual Diagrams

1.4. Forms and templates



	3. Appropriate Methods and Procedures 
	1.5. Sorting, Sort methods
1.6. Ordering 
1.7. Quality standards

1.8. OHS standards
 

	4. Tools and Instruments
	1.9. Personal Computer or PC, Computer System 
1.10. Peripherals

1.11. Installers

1.12. Mat, safety tools and equipment

1.13. Journal or Writing materials.



EVIDENCE GUIDE
	1. Critical aspects of competency
	1.1 Can check the functionality of the computer system, peripherals, and software
1.2 Can install software applications.
1.3 Can Configured the system’s security and settings.
1.4 Can Configured the network and Internet connectivity settings
1.5 Can Troubleshoot basic hardware and network faults
1.6 Can provide support and assistance to users
1.7 Communicate effectively: oral/verbal or written


	2. Underpinning knowledge 
	2.1 Diligently identify the basic parts of the computer hardware: Input/output, processing, storage and communication functions/parts

2.2 BIOS or basic Input/output system, boot-up process, self-checks and computer operation: Start-up and shutdown

2.3 Thoroughly checked Hardware ports and parts: internal and external, and peripheral devices.

2.4 Enumerate types of software and characteristics,  installation processes and guides

2.5 Identify basic hardware faults/errors, storage formatting process/ procedures

2.6 Use computer and network maintenance tools

2.7 Identify computer Hardware, software and network faults and errors.

2.8 Detect threats, protection and apply security

2.9 Types of network, devices, network peripherals, IP/network addressing, network types, media and topology.

2.10 Use network simulation software.



	3. Underpinning skills
	3.1 Install operating system and software applications in the PERSONAL COMPUTER (PC)/ computers by following instructional manual.

3.2 Configure and/ install peripheral devices, as per the instructions given in their respective manuals.

3.3 Activate, Update or upgrade, and/or register a software with the help of key, installer on a compact-disc (CD) or Online source. 

3.4 Uninstall unnecessary software applications.

3.5 Perform utility tasks to computers and networks.

3.6 Configure the network and basic internet connectivity of a system.

3.7 Troubleshoot computer system and network problems

3.8 Apply numerical skills and quality standards

3.9 Diligence and quality standards are applied.



	4. Resource implications
	The following resources MUST be provided:
4.1 Lecture Room

4.2 Laboratory Room

4.3 Content/ topic Videos

4.4 Software installers, updaters, and licensed register key.

4.5 Network simulator

4.6 All tools, equipment, material and documentation required



	5. Methods of Assessment
	5.1 Theoretical Assessment:Written test or examination
5.2 Oral questioning / Interview)
5.3 Practical\(Demonstration)



	6. Context  of Assessment
	6.1 Competency should be assessed in the workshop or simulated environment. Assessment must be undertaken in accordance with Lao PDR CBT assessment guidelines.




Unit 9:  perform basic programming and development 
	 UNIT CODE:
	SSTVET-ICT209

	UNIT DESCRIPTOR: 

This Unit intends to provide knowledge, skills and attitudes on the software development process and use of a pedagogical programming language for coding purposes. 

	ELEMENTS
	PERFORMANCE CRITERIA

(Italicized items are elaborated in the range of variables).

	1. Understand the software development processes  
	1.1. The methodologies, models and processes in software developed are identified:

· SDLC

· CMM

· Agile

· JAD

· Software Engineering

· Waterfall Model

1.8 The organizational management and systems concepts are understood.
1.9 The stages and process in SDLC is identified.

1.10 Various programming languages are identified.



	2. Apply algorithm and analysis


	2.1. Flowcharts and Flowcharting symbols and understood and used. 

2.2. Appropriate Flowcharting symbols, color schemes, spacing and consistency are used. 

2.3. The Data flow diagrams and tools are understood.

2.4. A case is developed for common tasks/ activities: home, office or company, school



	3. Apply coding and programming

	3.1. The basic of C language is understood and applied:
· Installation, run and compile

· Variables, constants, operators and types
· Strings, chars
3.2. Arrays and array concept are understood and applied.
3.3. Loops are understood and applied: for, while loops, break
3.4. Functions are used. 

  


RANGE OF VARIABLES

	1. Routine Workplace
	May include but not limited to:

1.1     Standard OHS information 

1.2     Keyboarding 

1.3     Profiling of outputs

 

	2. Visual information
	2.1 Flowcharts
2.2 Processes

2.3 Other tools



	3. Appropriate Methods, Procedures 
	3.1 File, folder management

3.2 Installation
3.3 Compilation

 

	4. Tools and Instruments
	4.1 Computer

4.2 C compilers

4.3 Video and tutorials

4.4 Online tools: flowcharting, C simulating software

1.1 Online References 

1.2 Internet connectivity


EVIDENCE GUIDE

	1. Critical aspects of competency
	1.1 Create, save, protect, edit, search, print
1.2 Creativity and problem-solving techniques
1.3 Proficiency in the use of the language


	2  Underpinning Knowledge an attitude
	2.1 Identify the parts and basic commands of the c interface
2.2 Install c programs/compiler
2.3 Consistency
2.4 Perseverance


	3 Underpinning skills 
	3.1      Creativity, systems and problem-solving
3.2      Coding skills


	4 Resources Implication
	The following resources MUST be provided:
4.1     Lecture Room

4.2     Laboratory Room

4.3     Software
4.4     Videos

4.5 Desktop PC
4.6 Internet connection for online access and backups


	5.Methods of Assessment
	 Competency must be assessed through:

5.1 Written test
5.2 Oral questions
5.3 Computer laboratory work
5.4 Demonstration
5.5 Rubrics for laboratory work or outputs 


	6.Context for Assessment
	Competency may be assessed on the job or simulated environment:
6.1 Competency may be assessed in workplace or in a simulated workplace setting.
6.2 Assessment shall be observed while task are being undertaken whether individually or in group.
6.3 Assessment must be undertaken in accordance with Lao PDR CBT Assessment guidelines.




uNIT 10    MANAGE DATA using DATABASE APPLICATIONS
	UNIT CODE:
	SSTVET-ICT210

	UNIT DESCRIPTOR: 

This basic Unit intends to provide knowledge and skills managing data in spreadsheets and databases. It also deals with basic interface, tools/menu management, safety aspects, and spreadsheet application software handling techniques.

	ELEMENTS
	PERFORMANCE CRITERIA

(Italicized items are elaborated in the range of variables).

	1. Create database objects
	1.1. The MS Access/Open Source Databases application tabs, parts and toolbars are identified. 

1.2. Data and objects are identified are created.

1.3. Data and file concepts are explained. 

1.4. Data and objects are identified.

1.5. The key features of database application are identified.

1.6. Data Models Architecture and Schemas are identified. 


	2. Explore databases
	2.1. Data are Imported and Exported in MS Excel and other file formats.

2.2. Database transactions are tested.

2.3. Database issues are identified. 

2.4. Relational Database design is explored. 


	3. Back-up databases
	3.1. The basic formulas and functions are used in calculating data and values in the table.

3.2. Date are Entered on tables.

3.3. Autofill is used on tables.

3.4. Data are sorted, and filtered.



	4. Create personal and work-related databases
	4.1. Create Databases for  various purposes:

5.4.1 Personal Databases 
5.4.2 School Databases 
5.4.3 Office/ Company Databases 
4.2. Databases are backed-up, stored and shared.



	5. Publish databases.
	5.1. Data are Imported and exported to other Microsoft Office and other applications

5.2. Ready templates are used to create and publish data.

5.3. Web databases effortlessly built and created. 

5.4. VBA for custom solutions are used.

5.5. Reports are viewed in four ways: Report view, Print Preview, Layout view, Design view; and converted to PDF format.



RANGE OF VARIABLES

	3. Routine Workplace
	May include but not limited to:

3.1 Database Object, databases, operations are identified.
3.2 OHS

3.3 Quality work standards

 

	4. Visual information
	4.1 Databases
4.2 Personal record:  budget, family background, contacts

4.3 School Forms: registration/enrollment sheets

4.4 Business data:   sales data, income-expense data



	5. Appropriate Methods, Procedures 
	5.1 Editing

5.2 Saving

5.3 Sorting 

5.4 Normalization 
5.5 Deadlocks

5.6 Back-up, Recovery

5.7 Formatting

5.8 Printing

5.9 Quality standards

5.10 Portfolio Management

 

	6. Tools and Instruments
	6.1 Computer

6.2 Peripherals

6.3 Printer

6.4 SQL, DBMS, MS Access, other open databases

 


EVIDENCE GUIDE

	1. Critical aspects of competency

	Have gain full understanding and use of:
1.1 Basic mathematical formulas: Average, If, Sum, Count Max, Hyperlink, Date, VLOOKUP, LOOKUP, Transpose etc. 

1.2 Types of charts/graphs and their use: pie chart, bar chart, giant chart, line graph, scattered chart, area chart

1.3 Steps in creating different charts/graphs, labeling and editing values/chart areas. 

1.4 Filter, sort data in ascending or descending order, and use of skipping the lower values or date wise

1.5 Demonstrate the features of Format Cell available in the toolbar and the dialog box: purpose of formatting cells as width, height, Auto fit, delete, insert etc.

1.6 Procedures to format different cells in different ways like merger of cells and deletion of cells or conditional formatting etc. 

1.7 Procedure to edit worksheet with different requirements like size of cells, colors, shades and lines etc. 

	2. Underpinning Knowledge and attitude

	Have the knowledge on:
2.1  DBMS Overview, Architecture, Data Models, Data Schemas, Data Independence 

1.8 Entity Relationship Model, ER Model Basic Concepts, ER Diagram Representation

1.9 Relational Model, Codd's Rules,  SQL Overview, Relational Database Design

1.10 Database Normalization

1.11 Storage and File Structure

1.12 Transaction And Concurrency,  Deadlock

1.13 Backup and Recovery



	2. Underpinning skills

	2.1 Create, create, modify, edit, share databases/ documents

2.2 Organizational Skills


	3. Resource implications
	    The following resources MUST be provided:
3.1 Lecture Room

3.2 Laboratory Room

3.3 Software: MS Office-MS Excel and MS Access

3.4 Computers

3.5 Printer



	4. Methods of Assessment
	     Competency must be assessed through:

4.1 Written test

4.2 Oral questions

4.3 Computer laboratory work

4.4 Demonstration

4.5 Rubrics for laboratory work or outputs 



	5. Context for Assessment
	Competency may be assessed on the job or simulated environment:

6.1 Competency may be assessed in workplace or in a simulated workplace setting.

6.2 Assessment shall be observed while task are being undertaken whether individually or in group.

6.3 Assessment must be undertaken in accordance with Lao PDR CBT Assessment guidelines.




EVIDENCE GUIDE

	1. Critical aspects of competency
	Assessment must show that the candidate:

1.1. Assembled computer hardware 

1.2. Installed operating system and drivers for peripherals/devices 

1.3. Installed application software 

1.4. Conducted testing and documentation.


	2. Underpinning knowledge
	2.1. Types and parts of computers 

2.2. Computer operating systems 

· Windows / MAC OS X /Linux
2.3. Peripheral devices

2.4. Computer systems design

2.5. Computer assembly procedures

2.6. Installers preparation and OS installation procedures

2.7. Application and devices/drivers installation procedures
2.8. Desktop PERSONAL COMPUTER (PC)interface/ hook up procedures

2.9. Power ON self-test and BIOS configuration procedures
2.10. Application packages & use of application programs 

2.11. Multimedia systems

2.12. Motherboards

2.13. Multimedia storage devices: 

2.14. Video cards

2.15. Sound cards  
2.16. Graphical user interface

2.17. Disk management

2.18. Use of utilities/software

· Virtualization software

· Disk management software

· Anti-virus / Diagnostic software

· Device drivers
2.19. Drivers/Software update procedures

2.20. Application software license agreements

2.21. Stress testing procedures
2.22. 5S and 3Rs environmental policies

	3 Underpinning skills
	3.1 Safety handling of computer parts

3.2 Assembling computer hardware

3.3 Troubleshooting skills

3.4 Reading and writing skills


	4 Method of Assessment
	The assessor may select any two of the following assessment methods to objectively assess the candidate:
4.1 Practical Demonstration w/ oral questioning

4.2 Interview 

4.3 Portfolio


	5 Resource implications
	The following resources MUST be provided:
5.1 Tools and test instruments

5.2 Personal Computer (PC)or workstation

5.3 Computer peripherals/devices

5.4 Appropriate OS, drivers and software applications/programs


	6 Context for Assessment
	Competency may be assessed on the job or simulated environment:
6.1 Competency may be assessed in workplace or in a simulated workplace setting.

6.2 Assessment shall be observed while task are being undertaken whether individually or in group.
6.3 Assessment must be undertaken in accordance with Lao PDR CBT Assessment guidelines.



UNIT 11     use ADVANCED ONLINE APPLICATIONS AND TOOLS
	UNIT CODE:
	SSTVET-ICT211

	UNIT DESCRIPTOR: 

This basic Unit intends to provide knowledge and skills for managing email/internet. It also deals with web Protocols, types of websites and web threats.


	ELEMENTS
	              PERFORMANCE CRITERIA

	1. Identify the web platform and technologies 

	1.1. The three web platforms/eras are identified and compared:
· Web 1.0 (Read Web) 

· Web 2.0 (Social Web) 

· Web 3.0 (Semantic Web) 

1.2. The categories of web sites, functionality and criteria for evaluation are used.

· Personal websites 

· Information websites 

· Web portals 

· Webmail 

· Social networking websites 

· Blogs 

· Forums 

· Wiki websites 

· Search engines 

· Community websites  


	2. Set-up Internet security in the computer

	2.1. The common web threats are identified: 
· Viruses 

· Computer Worms 

· Trojans 

· Malware 

· SQL Injection 

· Cross-site Scripting (XSS) 

· Email Spam 

· Phishing 

· Denial-of-service attack (Do’s attack) 

2.2. Demonstrate different security measures for different web threats such as: 

· Installation of a antivirus software 

· Usage of antivirus to scan a computer for viruses and removing of viruses


	3. Identify the process of domain registration and web hosting 
	3.1. The local Search Internet Service Providers (ISPs) are identified, with their services and products. 
3.2. The web hosting process is understood, as well as processes for:  domain registration process 

3.3. ISPs, packages, domain registration package from the ISP are recommended to specific users.  

3.4. Uploading of website to a web server / web space provided by the ISP and testing process is identified.  


	4. Identify common websites of various functions and purposes. 


	4.1. E-commerce, and common business applications of E-commerce  are identified as below:  

· Document automation in supply chain and logistics 

· Domestic and international payment systems 

· Enterprise content management 

· Group buying 

· Automated online assistants 

· Instant messaging 

· Newsgroups 

· Online shopping and order tracking 

· Online banking 
· Online office suites 

· Shopping cart software 

· Teleconferencing 

· Electronic tickets 

· Social networking 

	5. Use of online applications for content sharing 
	5.1. Use and evaluation of:
· Blogs: WordPress
· Google Drive and Forms

· Prezi
· Wikis


OF VARIABLES

	1. Routine Workplace
	May include but not limited to:

1.1    OHS information 

1.2     Accomplishment Reports
1.3     Etiquette and netiquette



	2. Visual information
	2.1 Documents web/online/readable  formats
2.2 Forms and templates



	3. Appropriate Methods, Procedures 
	3.1 Saving
3.2 Browsing
3.3 Search 

3.4 Research 
3.5 File Management
3.6 Reporting

3.7 Quality CURRICULUMs
3.8 Portfolio Management updating
 

	4. Tools and Instruments
	4.1 Computer
4.2 Peripherals

4.3 Internet connection

4.4 Installers: Software and applications 
4.5 Online References 


EVIDENCE GUIDE
	1.  Critical aspects of competency
	1.1
Compare and contrast the three web platforms/eras are identified and compared:

•
Web 1.0 (Read Web) 

•
Web 2.0 (Social Web) 

•
Web 3.0 (Semantic Web) 

1.2 Evaluate the web sites, functionality based on criteria.

1.3 Demonstrate downloading, uploading and sharing of data and contents 

1.4  Set-up Internet security in the computer are performed. 

1.5 The process of domain registration and web hosting are identified.

1.6 Online applications for content sharing are used. 


	1. Underpinning Knowledge and Attitude
	2.1 The three web platforms/eras and ISPs

2.2 The categories of web sites, functionality and criteria for evaluation are used.

2.3  Common web threats are identified. 

2.4  Security set-up and installation/ usage of antivirus to scan a computer for viruses and removing of viruses
2.5 The web hosting process, domain registration process, ISPs, packages, domain registration package from the ISP are recommended to specific users, Uploading of website to a web server / web space provided by the ISP and testing process is identified.  
2.6  E-commerce, and common business applications of E-commerce  are identified as below
2.7  Use and evaluation of:  Blogs: WordPress,  Google Drive and Forms, Prezi, Wikis, etc.


	2. Underpinning skills 
	Possess skills on: 

1.1     Searching

1.2 File management

1.3 Netiquette 

1.4 Innovative skills

1.5 Portfolio management



	4. Resource implications
	The following resources MUST be provided:
1.6     Lecture Room
1.7 Laboratory Room
1.8 Software
1.9 Online software applications
1.10 Internet connection

1.11 Work place procedure

1.12 Materials relevant to the proposed activity

1.13 All tools, equipment, material and documentation required

1.14 Relevant specifications or work instructions


	2. Methods of Assessment
	Competency must be assessed through:

5.1     Online  andWritten test or examination
5.2 Oral questions

5.3 Online  and Computer laboratory work outputs, report and presentation format
5.4 Demonstration

5.5 Rubrics for laboratory work or outputs



	6.Context for Assessment
	Competency may be assessed on the job or simulated environment:
5.1 Competency may be assessed in workplace or in a simulated workplace setting.

5.2 Assessment shall be observed while task are being undertaken whether individually or in group.

5.3 Assessment must be undertaken in accordance with Lao PDR CBT Assessment guidelines.



UNIT 12:  PERFORM BASIC NETWORKING: TERMINATE AND CONNECT LANS
	UNIT CODE:
	SSTVET-ICT212

	UNIT DESCRIPTOR: 

This basic Unit intends to provide knowledge and skills This unit covers the knowledge, skills, (and) attitudes and values needed to terminate and connect electrical wiring and set-up simple wired and wireless networks

	ELEMENTS
	              PERFORMANCE CRITERIA

	1. Plan and prepare for termination
	1.1. Demonstrate Knowledge of wired /cable technologies and network topologies
1.2. Terminate the cable according to Standard

1.3. Demonstrate Knowledge of wireless technologies and network topologies


	2. Test cables 
	1.1. Install wired /cable technologies and network topologies
1.2. Test the connectivity

1.3. Perform minor troubleshooting of networks


	2. Set network configuration.
	2.1. Use dynamic IP Addressing 

2.2. Implement the LAN design    

	6 Setup simple LAN. 
	1.1. Setup the IP Address

1.2. Implement the LAN design    


RANGE OF VARIABLES

	1. Routine Workplace
	May include but not limited to:

1.1     Standard OHS information 

1.2     Accomplishment Reports
1.3     Design rules

 

	2. Visual information
	2.1 Cable Coding standards
2.2 Forms and templates

2.3 Labels 



	3. Appropriate Methods, Procedures 
	3.1 Crimping

3.2 Termination

3.3 Quality standards
3.4 Network Set-up

3.5 Portfolio Management
 

	4. Tools and Instruments
	4.1 Computer
4.2 UTP/Wired Cables

4.3 Crimping Tools
4.4 Router

4.5 Switch

4.6 Network Simulator 


EVIDENCE GUIDE
	1. Critical aspects of competency
	Able to know the concepts and commands on: 

1. Cable Termination

2. Standards in Cabling (Wired)

3. Wireless Networks and Technologies


	Underpinning Knowledge and Attitude
	Perform  tasks and command on: 

1. Cabling of LAN

2. Set-up of Wireless networks



	Underpinning skills 
	The following resources MUST be provided:
1. Lecture Room
2. Laboratory Room
3. Simulation Software

4. Network Devices

5. Cabling Tools
The following resources MUST be provided: 
6. Work place procedure



	4. Resource implications
	Competency must be assessed through:

1. Written test

2. Oral questions

3. Computer laboratory work

4. Demonstration

5. Rubrics for laboratory work or outputs 



	Methods of Assessment
	1. Competency should be assessed in the workshop or simulated environment.
2. Assessment must be undertaken in accordance with Lao PDR CBT assessment guidelines. 


7 List of Tools and Equipment

A) Hardware (Class size: 20 trainees/student)
	Sr. No. 
	Name of  Equipment / Tools 

	Qty. 

	1.
	Laptop: Latest Processor with licensed Operating System and Antivirus. 
	1

	2.
	File server 
	1

	3.
	LAB should have Structured cabling 
	1

	4.
	Workstation/ Nodes (computer)  with wired and wireless card (built-in)
	20

	5.
	Workstation for Multimedia 
	1

	6.
	24 Port switch with wireless connectivity 
	1

	7.
	RJ 45 Connectors 
	1

	8.
	Internet or Intranet Connectivity 
	1

	9.
	On-Line UPS 
	1

	10.
	Printer 
	1

	11.
	Scanner 
	1

	12.
	Web cam (digital camera) 
	20

	13.
	DVD or BLU-RAY wrGDMr 
	2

	14.
	Pen-drive 
	20

	15.
	External Hard disks 
	4

	16.
	DSL Wireless Router 
	1

	17.
	Wireless Router 
	1

	18.
	Wireless LAN Card 
	1

	19.
	LCD Projector 
	1

	20.
	Well equip computer lab with Multimedia Projector 
	1

	21.
	Well equip class room with Multimedia Projector 
	1

	22.
	Tool box 
	2 sets

	23.
	USB Floppy Drive 
	1

	24.
	Network Switch
	4

	25.
	Router
	4

	26.
	UTP Cables
	

	27. 
	Crimping Tools
	

	28.
	Network  Tester
	


B) Software 
1. Professional Office  (MS Office, Open Office) 

2. Keyboarding Software application
3. Antivirus Software - Server Edition for Servers and Client Edition for Workstations 

4. Operating System (Windows, Linux) 
5. Web/Internet Browsing software 
6. Graphics Software (MS Paint, Open Office)

7. Online Application Software

NOTE: Latest version of hardware and software should be provided
8 CORE UNITS OF COMPETENCY

9 ANNEX

· Lao World of Work

· Lao IT/ICT Sub Sector Codes

· Competency Map COMPUTER OPERATOR
· Competency Standards Development Team

· Notes/ References
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